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SUBJECT: USGYBERCOM TASKORD 13-0747. ESTABLISHMENT AND PRESENTATION 
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014 

MSGID/ORDER/USCYBERCCM/13-0747/ESTABLISHMENT AND PRESENTATION OF 
CYBER MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2014/(U)// 

REF/A/DOC/DMAG DECISION-COAIB FULL GROVITH/(S//REL TO USA, 

FVEY)/11DEC2012// 

REF/B/DOC/USCYBERCCM CYBER FORCE CONCEPT OF OPERATIONS & EMPLOYFffiNT 
(CFCOE) V3,0/(S//REL TO USA, FVEY)/04MAR2013// 

REF/C/EXORD/CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS 
COMMAND AND CONTROL (C2) FRAMEWORK/{S//REL TO USA, 

FVEY)/212105ZJUN13// 

REF/D/TASKORD/USGYBERCOM ESTABLISHMENT AND PRESENTATION OF CYBER 
MISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FY) 2013/(S//REL TO USA, 
FVEY)/O6O052ZMAR13// 

REF/E/MEMO/DCOMUSCYBERCCW MEMORANDUM FOR SERVICE CYBER COMPONENT 
COMMANDERS ESTABLISHING INITIAL OPERATIONAL CAPABILITY (IOC) 
DESIGNATION OF JOINT FORCE HEADQUARTERS - CYBER 
(JFHQ-C)/(U//FOUO)/30SEP13// 

REF/F/DOC/USCYBERCOM CRYPTOLOGIC INTELLIGENCE OVERSIGHT 
IMPLEMENTATION PLAN/(S//REL TO USA, FVEY)/13JUN13// 

OIUITYPE/TASKORD/USCYBERCOM// 

TIMEZONE/Z// 

NARR/{U//Fewo) THIS ORDER TASKS SERVICE COMPONENTS TO EXECUTE 
BUILDING OF CMF TEAMS IN FY14// 

GENTEXT/SITUATlON/1. 


SECRgT//REL TO USA, ^ VEY 





S£CRET//ft£L TO USA. 


l.A. ( G//REL TO USA, WB^) USCYBERCOM HAS THREE MISSION AREAS: 1) 
DEFEND THE NATION; 2) SECURE, OPERATE, AND DEFEND DOD INFORMATION 
NETWORKS (DODIN) ; 3) SUPPORT TO COMBATANT COMMANDS. THE CHAIRMAN OF 
THE JOINT CHIEFS OF STAFF HAS VALIDATED CREATION OF THE CYBER MISSION 
FORCE (CMF)--CONSISTING OF NATIONAL MISSION TEAMS (NMT) , COMBAT 
MISSION TEAMS (CMT) , ASSOCIATED NMT AND CMT DIRECT SUPPORT TEAMS 
(NST, CST) , AND CYBER PROTECTION TEAMS <CPT) . THE JOINT STAFF, ARMED 
SERVICES, AND USCYBERCOM ARE WORKING TO RESOURCE AND BUILD THESE 
FORCES RAPIDLY TO MITIGATE OPERATIONAL RISK lAW DMAG APPROVED BUILD 
PLAN, REF A. 

l.B, ( S//REL TO USA, FV&f) ADVERSARY FORCES* WORLDWIDE THREATS, 
RANGING FROM CRIMINAL ELEMENTS TO NATION-STATES SEEK PERSISTENT 
ACCESS TO DOD INFORMATION SYSTEMS AND UNITED STATES CRITICAL 
INFRASTRUCTURE AND KEY RESOURCES (CIKR) FOR MILITARY, POLITICAL OR 
ECONOMIC ADVANTAGE, 

l.C. (U//F9UG) FRIENDLY FORCES. CYBER MISSION FORCES. 
l.C.l. CU//FGUO) NMTS AND ASSOCIATED NSTS, SEE REF B, 
l.C, 2, (U//F©W©) CMTS AND ASSOCIATED CSTS, SEE REF B, 

1. C,3, tU//FeU0) CPTS. SEE REF B,// 

GENTEXT/MISSION/2, 

2. A. (U//FGU9) USCYBERCOM SERVICE COMPONENTS WORKING WITH USCYBERCOM 
AND THEIR SERVICE HEADQUARTERS SUPPORT FORCE GENERATION TASKS 
OUTLINED IN REF A TO ESTABLISH, ORGANIZE, MAN, TRAIN, AND EQUIP CYBER 
MISSION FORCE TEAMS IN FY14 IN ORDER TO DEFEND THE NATION; TO SECURE, 
OPERATE AND DEFEND DOD INFORMATION NETWORKS; AND TO PROVIDE SUPPORT 
TO COMBATANT COMMANDS.// 

GENTEXT/EXECUTION/3. 

3. A. (U) CONCEPT OF OPERATIONS, 

3.A.1, (U) COMMANDER'S INTENT, 

3,A.1.A. { S-Z-ZREB - TQ USA, FVSY ) PURPOSE. GIVEN THE INCREASING THREATS 
TO OUR NATION'S CRITICAL INFRASTRUCTURE AND DOD NETWORKS, IT IS 
IMPERATIVE THAT WE ESTABLISH, TRAIN, AND EMPLOY EQUIPPED CYBER 
MISSION FORCES AS EXPEDITIOUSLY AS POSSIBLE. WE MUST GET THESE 
FORCES IN POSITION NOW-- PREPARED TO DEFEND THE NATION, TO PROVIDE 
SUPPORT TO COMBATANT COMMANDERS, AND TO ACTIVELY DEFEND KEY TERRAIN 
AND CRITICAL NETWORKS, THESE ARE COMBAT UNIT FORMATIONS, ORGANIZED 
FOR AND FULLY COMMITTED TO, OFFENSIVE AND DEFENSIVE CYBERSPACE 
OPERATIONS, 

3,A.1.B, ( 6//REL TO USA, FVEY ) METHOD, WE WILL CONTINUE TO EXPAND 

OPERATIONAL CAPABILITY IN FY14 BY BUILDING COMBAT-READY CYBERSPACE 
OPERATIONS TEAMS, POSITIONED IN THE BEST LOCATIONS FOR MISSION 
SUCCESS, AND WITH A COMMAND AND CONTROL STRUCTURE IN PLACE TO 
SUCCESSFULLY DIRECT OPERATIONS. EACH SUBSEQUENT YEAR THROUGH FY16, WE 
WILL BUILD ADDITIONAL TEAMS UNTIL THE BUILD IS COMPLETE, THROUGHOUT 
THIS BUILD-OUT, SERVICE COMPONENT COMMANDERS WILL CREATIVELY AND 
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AGGRESSIVELY ESTABLISH THE MAXIMUM OPERATIONAL CAPABILITY WHILE 
EMPLOYING EXISTING OPERATIONAL NETWORKS AND PLATFORMS. WE WILL 
MAXIMIZE OUR OPERATIONAL RELATIONSHIP WITH THE NATIONAL SECURITY 
AGENCY (NSA) TO MAINTAIN THE GREATEST LEVEL OF CAPABILITY DURING THE 
FY14 FORCE BUILD AND TO SET CONDITIONS FOR A SUCCESSFUL BUILD-OUT OF 
FORCES THROUGH FY16 PER REF A (FO RCE PRESENTATION MODEL). COMMANDERS 
ARE ALSO EXPECTED TO AGGRESSIVELY I ' 


(b)(1) Sec. 1.4(a) 


I (bKDSec. 1,4(a) I AND TO TAKE MAXIMUM ADVANTAGE OF AVAILABLE TRAINING 
RESOURCES. WHILE THE INITIAL FOCUS IS ON ESTABLISHING COMBAT READY 
TEAMS QUICKLY AND EFFICIENTLY, WE WILL KEEP THE END-STATE FORCE MODEL 
IN MIND AND INCREMENTALLY INCREASE OUR FORCES ANNUALLY IN A WAY THAT 
ENHANCES CONTINUED ACTIONS IN FY15-16. SERVICE COMPONENTS WILL 
CONDUCT CONTINUOUS AND CLOSE COORDINATION WITH THEIR SERVICE 
HEADQUARTERS AND ALL USCYBERCCM DIRECTORATES THROUGHOUT THE BUILD 
PROCESS. 


a.A.l.C. (U//FGW©) END STATE. FY14 TEAMS SCHEDULED TO BE BUILT LAW 
REF A ACHIEVE FULL OPERATIONAL CAPABILITY BY THE END OF THE FY. 


3.A.2. (U) KEY TASKS. 


3.A.2.A. {U//FGU9) NLT THE END OF FY14, USCYBERCOl SERVICE 
COMPONENTS WORKING WITH USCYBERCCM AND THEIR SERVICE HEADQUARTERS: 


3.A.2.B. (U//F9W9) ORGANIZE, TRAIN, AND EQUIP 

FULL OPERATIONAL CAPABILITY (FOC) IN FY14, 


(b)(1) Sec. 1.7(e) CMF TEAMS TO 


3,A.2.C. (U//P©y0) ESTABLISH JFHQ-C AT FOC LOCATED AT THE FOLLOWING 

CRYPTOLOGIC CENTERS; NSAW, NSAG, AND NSAT, TO PROVIDE COMMAND AND 
CONTROL OVER ALIGNED FY13 AND FY14 CMT/CST. 


3.B. (U) TASKS. 


3.B.I. (U) USCYBERCOM. 

3.B.I.A. (U//F0U©) J2 IN CCORDINATION WITH (IC3f) J3 AND THE CYBER 

NATIONAL MISSION FORCE HEADQUARTERS (CNMF-HQ) DETERMINE THROUGH 
MISSION ANALYSIS A PRIORITIZED LIST OF INTELLIGENCE TARGETS FOR 
ALIGNMENT TO NMT. 

3.B.I.B. (u//F9W©> J2 LEADS ONGOING COLLABORATION EFFORTS WITH THE 

NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE (NSA/CSS) REGARDING 
DELEGATED SIGINT AUTHORITY FOR THE CYBER MISSION FORCE. 


3.B.I.C. (U//FGUe) CFIST ICTW SERVICE COMPONENTS COORDINATE JFHQ-C FOC 
CRITERIA, EVALUATE DRAFT JFHQ-C CONORS, AND PROVIDE SUPPORT TO JOINT 
STAFF-LED WORKING GROUPS. 


3.B.1.D, {U//F©W9) LAW REF C REQUIREMENT TO COORDINATE JFHQ-C SUPPORT 

FUNCTION, J4 ICW NSA/CSS I6L, OPR SPACE MANAGERS AND WITH INPUT FROM 
NSA AND USCYBERCOM MISSION PERSONNEL DETERMINE VIABLE SOLUTIONS FOR 
FACILITIES AND SEATING FOR FY14 TEAMS AND JFHQ-C PLANNED TO RESIDE AT 
THE FOUR MAIN NSA CRYPTOLOGIC CENTERS (NSAW, NSAG, NSAT, NSAH) BY 31 
OCTOBER 2013. 


3.B.I.E. (U//FGU0) J6 ICW NSA/CSS TECHNOLOGY DIRECTORATE (TD), 

TAILORED ACCESS OPERATIONS (TAO), AND INFORMATION ASSURANCE 
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DIRECTORATE (lAD) DETERMINE VIABLE SOLUTIONS FOR INFORMATION 
TECHNOLOGY INFRASTRUCTURE (ITI) SHORTFALLS FOR FY14 TEAMS PLANNED TO 
RESIDE AT THE FOUR MAIN NSA CRYPTOLOGIC ENTERPRISE LOCATIONS BY 31 
DECEMBER 2013. 

3.B,1.F, (U//F©W©) J7 ICW NSA/CSS AND SERVICE COMPONENTS DETERMINE 

VIABLE SOLUTIONS FOR TRAINING SHORTFALLS FOR FY14 TEAMS PLANNED TO 
RESIDE AT THE FOUR MAIN CRYPTOLOGIC CENTERS BY 31 OCTOBER 2013. 

3.B.2. (U) ALL SERVICE C(>1P0NENTS. 

3.B.2.A. {U//FOU©) CONDUCT ANALYSIS TO DETERMINE POTENTIAL MANNING 

IMPACTS TO EXISTING NETWORK OPERATIONS AND SECURITY CENTERS (NOSC) 

AND COIPUTER NETWORK DEFENSE SERVICE PROVIDER (CNDSP) OPERATIONS 
CENTERS AND REPORT RESULTING EFFECT ON FY14 FORCE GENERATION IAW 
SECTION 3.C.3. 

3.B.2.B. (U//F©Ue) ASSIST USCYBERCOM BY COORDINATING WITH SUPPORTED 

COMBATANT COMMANDS TO DETERMINE CMT MISSION ALIGNMENT AND OPTIMAL 
LOCATION OF COMBATANT COMMAND CYBER PROTECTION TEAMS. 

3.B.2.C. (U//FOUO) ASSIST USCYBERCC»1 J4 WITH COORDINATION AT HOST NSA 
CRYPTOLOGIC CENTERS TO DETERMINE WORKSPACE AND EQUIPMENT REQUIREMENTS 
FOR EACH TEAM; CONDUCT ANALYSIS OF AVAILABLE RESOURCES AND IDENTIFY 
GAPS TO USCYBERCOM J4. 

3.B.2.D. (U//Feu©) IN ACCORDANCE WITH USCYBERCOM CCMMAND POLICY 

MEMORANDUM 2013-01 AND THE OVERALL MEMORANDUM OF UNDERSTANDING 
BETWEEN NSA/CSS AND THE U.S, STRATEGIC COMMAND (USSTRATCOM) REGARDING 
SUPPORT TO U.S. CYBER COMMAND {USCYBERCOM), ALL USCYBERCOM AND 
SERVICE COMPONENT PERSONNEL WILL BE IN COMPLIANCE WITH APPLICABLE DOD 
AND NSA/CSS SECURITY POLICIES AND PROCEDURES. THE POLICIES AND 
PROCEDURES APPLY TO INITIAL AND CONTINUED ACCESS TO NSA/CSS 
INFORMATION, FACILITIES, SPACES AND/OR SYSTEMS. THESE INCLUDE, BUT 
ARE NOT LIMITED TO, THE FOLLOWING: VISITOR CONTROL PROCEDURES, 
UNOFFICIAL FOREIGN TRAVEL, SECURITY INCIDENT REPORTING, FOREIGN 
ASSOCIATION, INTELLIGENCE OVERSIGHT, AND ASSUMPTION OF RESPONSIBILITY 
AND ACCOUNTABILITY FOR ALL CLASSIFIED MATERIALS AND EQUIPMENT 
PROVIDED BY NSA/CSS. 

3.B.2.E. ( SZ/RBL TO USA, FVBY-) IDENTIFY TO USCYBERCOM J39 SPECIAL 
TECHNICAL OPERATIONS (STO) AND SPECIAL ACCESS PROGRAMS (SAP) 
REQUIREMENTS. 

3.B.2.F. (U//FOye) PROVIDE UPDATES TO TEAM MISSION ALIGNMENT, 

APPROVED MISSION ESSENTIAL TASKS, lOC/FOC BUILD STATUS, AND READINESS 
ASSESSMENT DATA (PERSONNEL, TRAINING, COMBAT ESSENTIAL AND SUPPORT 
EQUIPMENT, AND CAPABILITY ASSESSMENT) TO USCYBERCOM ON THE SECOND AND 
FOURTH WEEK OF EACH MONTH. REPORT ON THE USCYBERCOM J1 CYBER MISSION 
FORCE SIPRNET INTELINK SHAREPOINT PORTAL: 

HTTP://INTELSHARE.INTELINK.SGOV.GOV/SITES/USCYBERCCM/Jl/SITEPAGES/HCM 
E.ASPX. 

3.B.2.G. (UZ/FOGG) IDENTIFY INDIVIDUAL TRAINING REQUIREMENTS FOR TEAM 
MEMBERS AND PROSPECTIVE TEAM MEMBERS TO USCYBERCOM J7. AFTER 
TRAINING REQUIREMENTS HAVE BEEN IDENTIFIED AND VALIDATED AT THE 
MONTHLY USCYBERCOM J7 CMF TRAINING SUMMITS, THEY MAY BE SUBMITTED AS 
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TO USA, 


FOLLOWS: FOR NATIONAL CRYPTOLOGIC SCHOOL (NCS) COURSES, SUBMIT 

TRAINING REQUIREMENTS VIA THE NSA/CSS ADET PORTAL, FOR NON-NCS 
COURSES, SUBMIT TRAINING REQUIREMENTS VIA EMAIL TO: 

CMF_NON_NCS@NSA, IC.GOV. TRAINING PLANS AND STANDARDS ARE PROVIDED IN 
REF B (AS REVISED). 

3.B.2.H, (U//F©U©) COMPLETE THE BUILD OF THE CMF FYlS TEAMS TASKED IN 

REF D. 

3.B.2.I. (U//FGU©) ESTABLISH JFHQ-C AT DESIGNATED CRYPTOLOGIC 

CENTERS. DECLARE IOC AND REPORT ON ALIGNED CMT/CST READINESS AS 
REQUIRED PER TASK 3.B.2.F. PER REF E, IOC DECLARATION CERTIFIES THE 
JFHQ-C CAN EXECUTE THE SIX MISSION ESSENTIAL TASKS AND ASSOCIATED 
MISSION CRITICAL FUNCTIONS AS WELL AS INTEGRATE WITH U.S. CYBER 
COMMAND OPERATIONAL PROCESSES. 


3.B.3. (U) ARMY CYBER COMMAND (ARCYBER) . 


3.B.3.A. ( 6//RE L TO USA. FVEY ) IN FY14, BUILD 


(b)(1) Sec. 1.4(a) 


(b)(1) Sec. 1.4(a} 


IN SUPPORT OF (ISO) THE COMBAT SUPPORT MISSION AS 


FOLLOWS: 


3.B.3.A.1. ( S//REL TO USA, FVEY ) 
LOCATED AT NSAG. 

3-B.3.A.P■ ( S//RBL TO UGA, FVEY ) 


(b)(1) Sec. 1.4(a) 


Sec. ^ located at NSAG. 


(b)(1) Sec. 1.4(3) 


IN SUPPORT OF AFRICOM 


IN SUPPORT OF AFRICOM 


3.B.3.B. ( 6//n£L TO USA, FVEY ) IN FY14, BUILD 

FOLLOWSi 


(b)(1) Sec. 1,4(a) 


AS 


( fiZ/REL TO USA, FVEY ) 
COMPONENT SUPPORT MISSIONS. 


(b)(1) Sec. 1.4(3) 


FOR THE SERVICE 


3.B.3.B.2. ( fiZ/REL TO U S A, FVEY ) ICW PISA, (b)(1)Sec. 1.4(a) 


FOR THE DODIN 


SUPPORT MISSION ISO DISA EUROPE LOCATED AT STUTTGART, GERMANY. 

ISO CENTCOM COMBAT 


3.B.3.B.3. ( S/ZREL TO-^ S A^ tWt) 
SUPPORT MISSION. 

3.B.3.B.4. (6 Z/REL TO USA; - FVEY -) 
SUPPORT MISSION. 

3.B.3.B.5. ( S/ZREL to USA, FVEY ) 
MISSION. 

3.B,3.B.6. ( OZZREL to USA, FVEY ) 
SUPPORT MISSION, 


(b)(1) Sec. 1.4(a) 


(b)(1) Sec. L4(a) 


(b)(1) Sec. 1.4(a) 


(b)(1) Sec. 1.4(a) 


ISO AFRICOM COMBAT 


ISO EUCCM COMBAT SUPPORT 


ISO SOUTHCOM COMBAT 


3.B,4. (U) FLEET CYBER COMMAND (FLTCYBER). 

3.B.4.A. ( S/ZREL to UGA, FVEY -) IN FY14 , BUILD 


(b)(1) Sec. 1.4(a) 


LOCATED AT NSAW. 


(b)(1) Sec. 1.4(a) 


ISO 


3.B. 4 .S. ( SZZREL to USA, FVSY^) IN FY14, BUILD 


Sec, ^ ISO COMBAT SUPPORT MISSIONS AS FOLLOWS: 


(b)(1) Sec. 1.4(a) 
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3.B.4.B.1, { S//REL TO UBh, 
NSAH* 


(b)(1) Sec. 1.4(a) 


3 , B . 4 . B . 2, ( S Z/OEL TO USA, FVE¥) (b)(1) Sec. 1.4(a) 


ISO PACOM LOCATED AT 


IN DIRECT SUPPORT OF 


SOUTHCOM f Sec. lUXATED INITIALLY AT NIOC PENSACOLA, FINAL LOCATION TO 
BE DETERMINED BY USCYBERCOM IN CONJUNCTION WITH FLTCYBER NLT OF 
FY16. 


3.B.4.C. (U//F0«©) IN FY14, BUILD 


(bKI)Sec. 17(e) 


AS FOLLOWS: 


3.B,4,C.1. {U//FGU9) 

MISSION, 


(b)(1) Sec. 1.7(e) 


FOR THE SERVICE COMPONENT SUPPORT 


3.B*4*C*2. ( G//nEL TO USA, PWt) ICW DISA, 


(b)(1) Sec. 1.4(a) 


FOR THE DODIN 


SUPPORT MISSION ISO DISA PACIFIC LOCATED IN HAWAII. 

ISO PACOM COMBAT 


(b)(1}Sec. 1.4(a) 


3.B.4.C.3. ( S//REL TO USA, FVB^) 
SUPPORT MISSION. 


3.B.5. (U) AIR FORCES CYBER COMMAND (AFCYBER) . 

3.B.S.A. ( &/VREL TO U S A^ FVEY) IN FY14, BUILD 


(b)(1)Sec. 1.4(a) 


] AS FOLLOWS: 


(b)(1) Sec. 1.4(5) 


(b)(1) Sec. 1.4(a) 


3.B.5.A.I. ( 6//REL--TQ USA, FVEY ) 

NSAW, 

3.B.5.A.2. ( fi//REL TO USA, FVEY ) 
NS AW. 


3.B.5.B. ( SZ/REL TO USA, FWY) IN FY14, BUILD 


(b)(1) Sec. 1.4(a) 


LOCATED AT 


LOCATED AT 


(b)(1) Sec. 1.4(a) 


(b)(1)Sec. 1.4(a) 


3.B.5.B.I. (S //REL - -TO USA, FVEY ) 
NSAT. 

3 .B.5 .B.2 ■ ( S//RI!1L TO USA, FVEY ) 

EUCOM ^Sec^ LOCATED AT NSAT. 

3.B.5.B.3. ( 6//REL TO USA, FVEY ) 

NSAH. 


ISO COMBAT SUPPORT MISSIONS AS FOLLOWS: 

ISO EUCOM LOCATED AT 


(b)(1) Sec. 1.4(a) 


(b)(1)Sec. 1.4(a) 


(b)(1) Sec. 1.4(a) 


IN DIRECT SUPPORT OF 


ISO PACOM LOCATED AT 


3.B.5.C. ( S//REL TO USA, FVEY ) IN FY14, BUILD (b)(1)Sec. 1.4(a) 
FOLLOWS: 


AS 


(b)(1) Sec. L4(a) 


3.B.5.C.I. (&/ -f ^ REL TO U S A, FVEY ) 

COMPONENT SUPPORT MISSION. 


3.B.5.C.2. ( S//nEL TO USA, FVEY ) ICW DISA, 


FOR THE SERVICE 


(b)(1)Sec. 1.4(aj 


FOR THE DODIN 


SUPPORT MISSION ISO DISA CONUS AT SCOTT AIR FORCE BASE, ILLINOIS. 

ISO TRANSCOM COMBAT 


3.B.5.C.3, ( fi//REL TO USA. FV&Y) | (b)(1l Sec. 1.4(a) 
SUPPORT MISSION. 


3.B.5.C.4. (S //RjSL TO USA; 
SUPPORT MISSION. 


(b)(1) Sec. 1.4(a) 


ISO STRATCOM COMBAT 


TO USA. ^VEY 
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3.B*5.C.5, ( £//REL TO USA. 

SUPPORT MISSION. 


FVE¥ ) 


(b)(1) Sec. 1.4(a) 


ISO NORTHCOM COMBAT 


3.B.6. (U) MARINE FORCES CYBER COMMAND (MARFORCYBER). 


3.B.6,A, (U//F©y9 

IN 

Fyl4, COMPLETE THE BUILD OF 

(b)(1) Sec. 1.7(e) 

AND 

BUILD (b)(1) Sec. 1.7(e) 

AND 

(b)(1) Sec. 1.7(e} 

IN SUPPORT OF THE COMBAT SUPPORT 


MISSION AS FOLLOWS; 

3*B.6.A.l. ( 6//REL TO UEA, COMPLETE THE BUILD OP THE PY13 

PARTIAL BUILD OF (s^c. IN DIRECT SUPPORT OF SOCOM AT NSAW* 

IN SUPPORT OF USSOCO! 


3.B.6.A.2. ( S//REL TO USA, FVE^) 
LOCATED AT NSAW* 

3,B.6 *A.3. (S //REL TO USA, FVBY ) 
)Sec. iIlOCATED AT NSAW* 


(b)(1) Sec. 1,4(a) 


(b)(1) Sec. 1.4(a) 


IN SUPPORT OF USSOCOM 


3.B.6.B. CU//FOU©) IN FY14, BUILD 


(b)(1) Sec. 1J(e) 


AS FOLLOWS; 


(b)(1) Sec. 1.7(e) 


3.B.6.B*!. CU//FOU9) 
MISSION* 


3*B*6*B.2. (S //RBL TO U6A, FVB¥) 
(DTN) LOCATED AT NSAW. 


FOR THE SERVICE COMPONENT SUPPORT 


(b)(1) Sec. 1.4(a) 


ISO NATIONAL MISSION 


3.B.7. (U) NATIONAL SECURITY AGENCY* 

3*B*7*A* (U//F0U9) REQUEST NSA/CSS CONTINUE PLANNING TO SUPPORT CMF 

BUILD-OUT TO INCLUDE DELEGATION OF SIGINT MISSION AUTHORITY TO 
APPROPRIATE CMF ELEMENTS lAW REF C. 


3*B,7,B. (U//F0UG) REQUEST NSA/CSS COORDINATE WITH USCYBERCOM J4 TO 

DETERMINE VIABLE SOLUTIONS FOR FACILITIES AND SEATING FOR FY14 TEAMS 
AND JFHQ-C PLANNED TO LOCATE AT NSAW, NSAG, NSAT, AND NSJ^ * 

3*B*7.C* (U//F9TO) REQUEST NSA/CSS COORDINATE WITH USCYBERCOM J6 TO 

DETERMINE VIABLE INTERIM AND LONG TERM SOLUTIONS FOR INFORMATION 
TECHNOLOGY SHORTFALLS FOR FY14 TEAMS PLANNED TO LOCATE AT NSAW, NSAG, 
NSAT, NSAH, AND OTHER PLANNED CPT LOCATIONS. 

3*B.8* (U) DEFENSE INFORMATION SYSTEMS AGENCY (DISA) . 

3*B*S*A. <U//FOUG) REQUEST DISA ESTABLISH JFHQ-DODIN. REVIEW REF 
E, IDENTIFY AND SUBMIT APPLICABLE IOC CRITERIA FOR JFHQ*DODIN TO 
USCYBERCOM J3. 


3*B.8*B* (U//reU©) REQUEST DISA/JFHQ-DODIN SUBMIT REPORT ON ALIGNED 

DODIN CPT PER TASK 3.B.2.F. 


3.B*8.C. CU//EW9) REQUEST DISA/JFHQ-DODIN CONDUCT MISSION PLANNING 
FOR JFHQ-DODIN CYBER PROTECTION TEAMS (CPTS) UNDER THE C2 OF ITS 
DODIN REGIONAL COMMANDS* IDENTIFY JFHQ-DODIN CPT MISSION ALIGNMENT 
AND REPORT CPT READINESS TO USCYBERCOM J3 PER TASK 3,B*2*F* 

3.B.8.D* CU//FOU©) REQUEST DISA/JFHQ-DODIN ASSIGN WORKSPACE TO 
MEET CPT REQUIREMENTS. ADDITIONALLY, DEVELOP MOAS WITH THE SERVICES 
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TO COVER THE COST OF CPT EMPLOYMENT. STATIONING CRTS AT EOCS WILL 
REDUCE THE TDY COSTS. TITLE 10 RESPONSIBILITY LIES WITH THE SERVICES 
TO ORGANIZE, TRAIN AND EQUIP THE CPTS IN PURSUIT OF THEIR MISSION. 

3.B.8.E. {U//Feue) REQUEST DISA/JFHQ-DODIN CONTINUE TO CONDUCT 
ANALYSIS TO DETERMINE INFRASTRUCTURE AND WORKSPACE REQUIREMENTS 
NECESSARY TO SUPPORT DODIN CPT MISSIONS, 

3.B,8.F. (U//FGU9) REQUEST DISA/JFHQ-DODIN ICW USCYBERCOM AND NSA/CSS 

DEVELOP CPT TRAINING STANDARDS TO INCLUDE TEAM CERTIFICATION CRITERIA 
LAW USCYBERCCM AND NSA TRAINING STANDARDS. 

3.B.8,G. (U//FGU9) REQUEST DISA/JFHQ-DODIN ICW USCYBERCOM AND SERVICE 

COMPONENTS CONTINUE WORK TO IMPLEMENT C2 RELATIONSHIPS FOR TACTICAL 
ACTIONS TO SECURE AND DEFEND THE DODIN, 

3.G. (U) COORDINATING INSTRUCTIONS. 

3.C.I. (U//FGU0) SERVICE COMPONENTS ARE AUTHORIZED DIRLAUTH WITH 

SUPPORTED COMMANDS TO COORDINATE THE LOCATION AND POSITIONING OF CPTS 
FOR PLANNING PURPOSES. 

3,C,2, CU//F0UO) SERVICE COMPONENTS ARE AUTHORIZED DIRLAUTH WITH 
NSA/CSS ADET FOR COORDINATION OF NSA-PROVIDED TRAINING, E^EP 
USCYBERCOM J7 INFORMED lAW 3.B.2.G. 

3,C.3. CU//FOUO) ALL RESPONSES AND CHANGE REQUESTS, INCLUDING 
INABILITY TO REACH FOC, SHOULD BE IN MESSAGE FORMAT WITH SUPPORTING 
DOCUMENTATION ATTACHED AS REQUIRED, SEND TO CFIST POCS LISTED IN 
SECTION 5,C,1, 

3,C,4, (U// FOUO ) ANY CHANGES TO THE ASSIGNED NUMBER OF TEAMS, TYPES 
OF TEAMS, MISSION, OR LOCATION MUST BE APPROVED BY CDRUSCYBERCOM. 

3.C.5. ( S//REL USA, FVEY ) THE DMAG DECISION, CDRUSCYBERCOM INTENT, 
NSA/CSS RESOURCE PLANNING, AND CURRENT C2 ASSUMPTIONS ARE BASED UPON 


(b)(1) Sec. 1.4(a) 


3,C,6. (U// FOUO ) SERVICE COMPONENTS WILL ORGANIZE AND EMPLOY CMF 
TEAMS IN CONFORMANCE WITH THE STANDARD CMF TEAM STRUCTURE AND 
OPERATIONAL EMPLOYMENT MODELS AS PROMULGATED IN REF B, 


3.C.7, ( S/V - R B LHEO-U S At FVBY^> service COMPONENT PERSONNEL CURRENTLY IN 
TRAINING TO I (bl(1) Sec. 1.4(a) 


(b)(1) Sec. 1.4(a) 


(b)(1) Sec. 1.4(a) 


THIS DOES NOT APPLY TO NORMAL SERVICE ROTATIONS 
LAW SERVICE ADMINISTRATIVE CONTROL (ADCON) OF PERSONNEL. 


3.C.8. ( C//REL TO USA, FVBY^) SUBMIT PROPOSED ALIGNMENT OF THE CMF 
TEAMS TO SERVICE GLOBAL FORCE MANAGEMENT IMPLEMENTATION GUIDANCE 
(GEMIG) ASSIGNED UNITS OR METHOD OF ASSIGNMENT OF CMF TEAMS TO ENSURE 
ALL TEAM MEMBERS ARE ASSIGNED TO USSTRATCOM/USCYBERCOM, SUBMIT TO 


SKR g T//R^l TO USA. 


















SECRET//REL TO USA. WEY 


USCYBERCOM J37 GLOBAL FORCE MANAGEMENT (ATTN: 


(b)(3) 130b 


(b)(3) 130b ^CYBERCOM* SMIL.MIL) NLT 31 OCTOBER 2013*// 


AT: 


GENTEXT/ADMIN AND LOGISTICS/4 . 


4*A, <U// FOUQ ) USCYBERCOM J4 IS THE SINGLE POINT OF COORDINATION FOR 
CMF FACILITIES BASED ON THE NSA CRYPTOLOGIC INFRASTRUCTURE* TEAM 
LEADS ICW ASSOCIATED HEADQUARTERS (NMF, JFHQ-C, DISA/JFHQ-DODIN) ARE 
RESPONSIBLE TO NOTIFY J4 OF SPACE AND NSA CO-LOCATION REQUIREMENTS. 

J4 WILL AGGREGATE INITIAL FY14 SPACE AND NSA CO-LOCATION REQUIREMENTS 
BASED ON FY14 ROSTERS AND TEAM REQUIREMENTS AND PROVIDE TO NSA FOR 
SPACE REQUESTS* 


4.A.I. (UZ/FOWO) AFTER INITIAL REQUIREMENTS ARE PROVIDED TO NSA BY 
J4, J4 WILL SUBMIT CONSOLIDATED SPACE REQUIREMENTS FOR SPACE AND NSA 
CO-LOCATION THROUGHOUT THE CRYPTOLOGIC CENTERS THROUGH A NSA STAFF 
PROCESSING FORM (SPF) TO AFFECTED NSA MISSION AREAS. THE REQUEST WILL 
INCLUDE DETAILED BREAKDOWNS OF EXPECTED CMF IN FY14, INCLUDING ANY 
SPECIFIC SPACE REQUIREMENTS TO INCLUDE HOW MANY PERSONNEL ARE 
REQUIRED TO CO-LOCATE WITH EACH NSA MISSION AREA* 

4* A, 2. (U//F©U0) CMF TEAMS AND JFHQ-C LOCATING TO THE NSA FACILITIES 

ARE REQUIRED TO COORDINATE WITH USCYBERCOM J4 TO ASSIST WITH THE 
ESTABLISHMENT OF ANY ISSA FOR REIMBURSABLE SUPPORT AND/OR A MOU/MOA 
FOR NON-REIMBURSABLE SUPPORT* 


4. A* 3. (U//F9U9) PERMANENT STATIONING OF CMF TEAMS AND JFHQ-C AT 

INSTALLATIONS (NSA CRYPTOLOGIC CENTERS AND MILITARY INSTALLATIONS) TO 
SUPPORT USCYBERCOM REQUIRES THE APPROPRIATE STATIONING DOCUMENTS BE 
SUBMITTED TO DOD. CMF TEAMS PERMANENTLY STATIONED AT NSA CRYPTOLOGIC 
CENTERS THAT ARE ON MILITARY INSTALLATIONS MUST SUBMIT A STATIONING 
PACKET IN ACCORDANCE WITH AR 5-10 FOR FORT MEADE, MD; FORT GORDON, 

GA; AND SCHOFIELD BARRACKS, HI. CMFS FOR THE NSA-TEXAS (NSAT) SITE 
REQUIRE STATIONING PACKAGES WITH THE U.S* AIR FORCE FOR LACKLAND AFS, 
SAN ANTONIO, TEXAS. STATIONING DOCUMENTS FOR CPTS THAT WILL BE 
POSITIONED AT OTHER LOCATIONS AS REQUIRED BY THE SUPPORTED COMMANDS 
WILL BE SUBMITTED AS APPROPRIATE TO DOD* 


4.B* (U//FQU©) IOC AND FOC REQUIREMENTS. THE FOLLOWING REQUIREMENTS 

SUPERSEDE REQUIREMENTS SET FORTH IN SECTION 4.B* OF REF D. 


4.B*1* (U//F5GU©) IOC* CMF TEAMS WILL BE DECLARED IOC BY SERVICE 

COMPONENT COMMANDS OR THE JOINT FORCE HEADQUARTERS UNDER WHICH THEY 
ARE ALIGNED WHEN EACH TEAM MEETS THE FOLLOWING CRITERIA: 


4 *B.l*A, 


( S//REL TO USA, FVEY ) A MINIMUM OF 

(b)(1) Sec. 1.4(al 


(b)(1) Sec. 1,4(a) 


(b)(1) Sec. 1.4(a) 

QUALIFIED LAW REF B, ANNEX E. 


MUST BE FULLY TRAINED AND 


4*B.1,B* (6 /yRE-L~-T0 USA, FVEY ) TEAM MISSIONS IDENTIFIED. 


4.B.1.C* (U// FOUQ ) ALL AVAILABLE PERSONNEL HAVE BEEN PLACED IN 
WORK-ROLES AS SPECIFIED IN REF D AND MISSION ALIGNED WITH THE 
APPROPRIATE NSA OFFICE OF PRIMARY RESPONSIBILITY (OPR) IF APPLICABLE* 


4.B.I.D. {U//F9U©) TRAINING REQUIREMENTS HAVE BEEN INDENTIFIED FOR 


S £ € R FT// R&1: TO USA. FVEY 

















S£C R £T//REL TO USA, 


ALL AVAILABLE TEAM MEMBERS, PROVIDED TO HIGHER HQS AND USCYBERCOM J7. 


CU//ROyO) GST ALIGNED OR IDENTIFIED FOR BUILD. 

4.B.I.F. (U//F0U©) ALL ON-HAND TEAM MEMBERS ARE ALLOCATED SPACE TO 
PERFORM DUTIES AND HAVE ACCESS TO APPROPRIATE NETWORKS AND DATA TO 
ACCOMPLISH ASSIGNED MISSIONS, 


4.B.2 (U// FQUQ ) FOG. CMF TEAMS WILL BE DECLARED FOC BY USCYBERCOM 
BASED ON THE DOTMLPFP MODEL USING THE FOLLOWING CRITERIA; 

4.B.2,A, (U//FOU0) DOCTRINE. CONCEPT OF OPERATION (CONOP) AND 

IMPLEMENTATION PLANS APPLICABLE TO SPECIFIED UNIT TYPES PROVIDED TO 
AND APPROVED BY USCYBERCOM. 

4.B.2.B. tU//FGU0) ORGANI2IATION. SPECIFIC MISSIONS FOR EACH TEAM 
IDENTIFIED AND APPROVED; INITIAL REVIEW/ASSESSMENT OF UNIT SIZE AND 
STRUCTURE COMPLETE; ALL PERSONNEL ARE PROPERLY ALIGNED BY FUNCTION 
AND ARE WORKING MISSION. 


4.B.2.C, iS //RBL TO USA, TRAINING (lAW REF B, ANNEX C) . MISSION 

ESSENTIAL TASK LIST {METL} ESTABLISHED AND APPROVED; JOINT 
QUALIFICATI ON REQUIREMENTS (JQR) IDENTIFIED FOR WORK ROLES WHE RE 
APPLICABLE;! (bKDSec. L4fa) 


fbKDSec. 1.4fa) 


COLLECTIVE/UNIT TRAINING COMPLETE; OR AS ASSESSED BY THE SERVICE 
COMPONENT COMMANDER. 


4.B.2.D. (U// FOUO ) MATERIEL. REPORTING VEHICLES DESIGNED, APPROVED, 
AND OPERATIONAL; TEAM HAS ACCESS TO APPLICABLE EXISTING 
EQUIPMENT/CAPABILITIES NECESSARY FOR MISSION ACCOMPLISHMENT; 
ADDITIONAL EQUIPMENT NEEDS/REQUIREMENTS AND GAPS IDENTIFIED. 


4.B.2.E. (U//F0UO) LEADERSHIP AND EDUCATION. ALL PROFESSIONAL 

MILITARY EDUCATION (PME) AND CIVIL IAN-EQUIVALENT LEADERSHIP AND 
EDUCATION (L&E) PROGRAMS IDENTIFIED. 


4.B.2.F. ( &/-/nEL T 0 -US A 7 FVB^) PERSONNEL. TEAM FILLED AT |(bl(l) Sec. L4(al 


(b)(1) Sec. 1.4(a) 


4.B.2.G* (U// FQUO ) FACILITIES. PHYSICAL SPACE/WORKSTATIONS AND ACCESS 
TO REQUIRED DATA FOR ALL PERSONNEL IDENTIFIED AND AVAILABLE, 


4.B.3, (U) POLICY. 


4 .B. 3 .A. (6//REL TO USA, 

FVEY) UNIT WILL 

(b)(1) Sec. t.4(a) 1 

(b)(HSec, 1.4{a) 

(b)(1) Sec. 1.4(a) ALLOWING THE 

TASKING OF UNITS 

TO SUPPORT DOD PRIORITIES. 


4.B.3.B. ( 6//REL TO USA, FVEY ) AN INTELLIGENCE OVERSIGHT PROGRAM IS 

ESTABLISHED lAW REF F AND FUNCTIONAL WITHIN EACH TEAM AS 
APPLICABLE,// 


GENTEXT/COMMAND AND CONTROL/B. 


SKRET//R^L TO USA. 




























SECRETZ/P I EL TO USA, FVCY 


5.A. (U//F©H©) CDRUSCYBERCOM IS THE SUPPORTED COMMANDER FOR THIS 
MISSION. ALL OTHER ORGANIZATIONS ARE SUPPORTING. 

5.B. {U//F9U0) SERVICE COMPONENTS AND NSA/CSS WILL MAINTAIN ADCON 

OVER PERSONNEL ASSIGNED TO THE CMF, 


5.C. (U) POINTS OF CONTACT (POCS): 


5.C.I. (U//FOUO) USCYBERCO^ CYBER FORCE IMPLEMENTATION STRATEGY TEAM 


(CFIST): 

(bK3)130b 1 

1, NSTS 969-7680, 1(b)(3) 130bbNSA.IC.GOV; 1 

tK3)130i 

(b)(3) 130b NSTS 969-: 

3479, i(b){3)13ClbBNSA. IC.GOV; | (b)(3) 130b 

))(3)13(il NSTS 969-3405,1(b)(3) 

130b pNSA. IC.GOV. 



5.C.2. {U//FOUO) USCYBERCOM J1: 

(bl(3)130b 

NSTS 969-2990, 

(b)(3) 130bpNSA. IC.GOV. 



5.C.3. {U//F9U9) USCYBERCOM J2: 

(b)(3) 130b 1 USN, NSTS 969-2660, 

(b)(3) 130b 5NSA.IC.GOV; | (b)(3) 130b 

NSTS 969-6286, 

1(b)(3) 130bNSA.IC.GOV. 

5.C.4. (U//F©WG) USCYBERCOM J35; 

(b)(3) 130b 

1 NSTS 969-3401, 

1 {b)(3) 130b b NSA , IC . GOV. 

5.C.5. {U//Fe«©> USCYBERCOM J39, 

(b)(3) 130b 

NSTS 963-6126, 

1(b)(3) 130b?NSA. IC.GOV, 

5.C.6. (U//FGU0) USCYBERCCM J4, 

(b)(3) 130b 

NSTS 969-5724, 

(b)(3) 130b 3NSA, IC,GOV; | (tjJ(3) 130b 

NSTS 969-5727,b)(3) 130SNSA. IC.GOV. 


5■C■7■ tU//Fewe) USCYBERCOM J5: 


b}(3) 130t?NSA. IC.GOV. 


5.C.8. (U//FeU&) USCYBERCOM J6: 

1(b)(3) 130bt jNSA. IC.GOV. 

5.C.9. (U//g6»0) USCYBERCOM J7: 


(b)(3) 130bP NSA.IC.GOV. 


5.C.10. (U//F0a©) USCYBERCCM JS: 

(b)(3) 130bp NSA. IC.GOV, 


(b)(3) 130b I NSTS 966-5561, 

(b)(3) 130b _ NSTS 969-1B29, 

(b)(3) 130b 1 NSTS 969-1035, 


(b)(3) 130b 


NSTS 969-2062, 


5.D. (U// F0U0 ) USCYBERCOM JOINT OPERATIONS CENTER (JOC) 

CAPTAIN: JOCCBCgNSA.SMI L.MI L, NSTS 966-8 730/8772, COMM 


CYBER BATTLE 


(b)(3) 130b 


STE 


(b)(3) 130b 


5.E. {U//FOUG) USCYBERCOM JOC CYBER BATTLE CAPTAIN IS THE COMMANDER'S 
REPRESENTATIVE OUTSIDE NORMAL DUTY HOURS. DIRECT REQUESTS FOR 
INFORMATION, QUERIES TO THE JOC DURING EVENINGS, HOLIDAYS AND 
WEEKENDS.// 


GENTEXT/AUTHENTICATION/FOR THE COMMANDER , 
(b)(3) 130b ~~i' 


(bM^30b 


AKNLDG/YES.// 
#0673 


S H C - R6T//R fe L TO USA 74^ V 6 ¥ 













































































